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The rapid progress in today’s genome sequencing technologies leads to availability of high 

amounts of genomic data for as little as few hundred dollars. This provides an adequate basis for 

several important applications and studies. Genomic research typically includes collecting samples 

from thousands of individuals [1]. Furthermore, a large push is underway to sequence hundreds of 

thousands to millions of genomes aiming to discover the functional impact of de novo (not 

inherited from either parent) genetic variations on diseases such as autism and cancer [2, 3]. 

Accelerating the pace of biomedical breakthroughs and discoveries also necessitates granting open 

access to the genetic databases. This trend has caused the launch of more than one thousand freely 

available online genetic databases worldwide, in which individuals publicly share their genomic 

data [4]. The public in different countries (USA, Sweden, Japan, and Singapore) have positive 

attitude towards their willingness to donate genetic samples to support the personalized medicine 

studies [5-11]. However, one growing concern is the ability to protect the privacy of the sensitive 

information and its owner. Thus, the biggest challenge of widely utilizing the human genomes and 

pushing the frontiers of the genetics research is social, and not technical [12]. In this work, we 

survey and categorize a wide spectrum of known privacy breaching strategies to human genomic 

data as follows.  

Meta-data & side-channel leaks: The curious party needs both human genomic data, which is 

already anonymized and available online, and additional metadata, such as basic demographic 

details, pedigree structure, voter list, or medical reports [13, 14]. Once the owner of a genome is 

identified, he is faced with the risk of genetic discrimination, financial loss, and blackmail. 

Genealogical triangulation: The adversary can take advantage of the correlation between the Y-

chromosome and surname, and compare the Y-haplotype of the unknown genome to haplotype 

records in genealogy databases [15]. The power of this attack stems from exploiting information 

from distant patrilineal relatives of the unknown’s genome. Surnames are also highly searchable 

through public records and social networks. In 2013, a study [16] showed that five successful 

surname inferences lead to exposition of the identity of nearly 50 members of three families, who 

might have no acquaintance with the person who released his genetic data. 

Phenotypic prediction: Visible phenotypes with high heritability can be derived from genetic 

data (e.g., eye color, facial morphology, age prediction) could serve as quasi-identifiers [17, 18]. 

This technique depends on reducing the degree of uncertainty to predict the identity with the help 

of public records and social networks. 
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Disclosure attacks via DNA: When the adversary gains access to the DNA sample of the target, 

by using the identified DNA, he or she can search genetic databases with sensitive attributes (e.g., 

drug abuse). Matching the identified DNA with the database reveals the link between the person 

and the sensitive attribute [19-22]. 

Completion attacks: Genotype imputation is a well-studied task where the genetic information of 

a known individual can be reconstructed/predicted from partial data by completing the missing 

genotype values [23, 24]. 

After this categorization, in the remaining of this work, we also discuss potential countermeasure 

mechanisms for the above threats. 
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